VISIONCRITICAL

Enterprise Security Setup & Whitelisting

As new customers are on-boarded onto Member Hubs, one of the key steps is to
ensure the IT groups at the enterprise have whitelisted HTTP (hubs) and SMTP access
(email) for our servers. This ensures a better level of service for our customers as
they access Hubs and emails from within their protected networks.

Hub Whitelisting
Customers are advised to whitelist the following domains for HTTP and HTTPS access:

IPs from the Cloudflare network
From: https://www.cloudflare.com/ips
103.21.244.0/22
103.22.200.0/22

103.31.4.0/22

104.16.0.0/12
108.162.192.0/18
131.0.72.0/22

141.101.64.0/18
162.158.0.0/15

172.64.0.0/13

173.245.48.0/20
188.114.96.0/20
190.93.240.0/20
197.234.240.0/22
198.41.128.0/17
199.27.128.0/21

Network domains

https://pressly.com

https://pres.ly

http://go.pres.ly

as well, whitelisting access to the pressly.com wild-card subdomain:
https://*.pressly.com

however, if IT prefers to not whitelist all pressly.com subdomains, then we require
whitelisting the following specific domains:

https://www.pressly.com
https://api.pressly.com
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https://app.pressly.com
https://imgry.pressly.com
https://cdn.pressly.com
https://omnibed.pressly.com
https://hub.pressly.com
https://hub-tlsO.pressly.com
https://hub-tls1.pressly.com

Box integration for file storage

“* boxcdn.net™ and "api.box.com’

Email Whitelisting

Customers are advised to whitelist the following email servers and domains: Sending
domains:

@pressly.com

@digest.pressly.com

@presslymail.com

@email.pressly.com

Sending IP addresses:
146.20.112.49
23.253.182.232
166.78.71.204
104.130.122.142
184.173.153.254
184.173.153.169

The below are Sparkpost IPs:
52.38.191.249
52.38.191.251





